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ENCRYPTED

TRUSTED

UNTRUSTED

Password-
protected 
but not 
end-
to-end 
encrypted

Zoom*

Google

FB

Keybase

cryptpad.fr

meet.mayfirst.org

Signal

pad.riseup.net

*These recommendations are not exclusive—there are many other apps that fall within these 3 categories.



HOW TO SECURE YOUR PHONE 
AGAINST CONFISCATION OR LOSS
IF YOUR PHONE IS LOST OR TAKEN AND IT IS:

OFF
Your information is likely 
safe!

To ensure its safety:
•	 Keep a strong 

passphrase

LOCKED
A fair amount of data is 
compromised. 

To limit available information:
•	 Keep a strong passphrase
•	 Turn off message  

previews/notifications
•	 Turn off voice controls       

or Siri
•	 Deactivate fingerprint 

unlock

UNLOCKED
Everything has been 
compromised. 

To minimize damage:
•	 Enable remote wiping 

and remotely wipe 
phone

•	 Change all account 
passwords

•	 If you get your phone 
back, don’t trust it! 

ALWAYS KEEP YOUR PHONE LOCKED, & POWER DOWN YOUR PHONE IF POSSSIBLE!

GET MORE 
INFORMATION 
ABOUT DIGITAL 
SECURITY HERE 


