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Why should we know our rights?

• Risk assessment 

• Harm mitigation

• Protect yourself

• Protect others

• Protect the gains of “the movement”

Who cares?



Tilted Scales

Green is the New Red

If a Tree Falls



State Repression

• LEGISLATION

• UNLAWFUL ARRESTS; EXCESSIVE BAIL

• POLICE BRUTALITY

• EXCESSIVE PROSECUTIONS &/OR 
PUNISHMENT

• SURVEILLANCE

•GRAND JURIES

• SLAPP & RICO CIVIL SUITS

Civil Liberties Defense Center | https://cldc.org 4



Movements 

vs. 

the State

Social justice movements are in 

opposition to the State. As such, 

movements ought not give the State a 

window into any organizing (methods, 

goals, etc.)—whether it’s letter writing, 

sign holding, or underground activity.



St. Paul Principles

• Our solidarity will be based on respect for a diversity of 

tactics and the plans of other groups.

• The actions and tactics used will be organized to 

maintain a separation of time or space.

• Any debates or criticisms will stay internal to the 

movement, avoiding any public or media denunciations 

of fellow activists and events.

• We oppose any state repression of dissent, including 

surveillance, infiltration, disruption and violence. We 

agree not to assist law enforcement actions against 

activists and others.



• We can’t know what information the State may be 

gathering, and how it may be used against you or 

others.

• When everyone asserts a desire to protect privacy, 

some people aren’t singled out—especially those 

that are normally targeted and marginalized.

A Shield for Self and Others



Awareness is two steps ahead,            
paranoia is two steps backward.

State & Corporate Surveillance 

(including your school)



Why resist?

“The population’s ability to have 
demonstrations…or to organize is 
greatly reduced when people 
don’t have privacy.”



• Security Culture is a set of customs;

• shared by a community whose members may 

be targeted by the government or private 

corporations;

• to reduce the risks associated with repression.

Security Culture



Central Principle 

Act on a Need      

to Know basis.

Don’t ask, 

don’t tell.





Threat Modeling



Threat Modeling

1.What do you want to protect?

2. Who do you want to protect it from?

3. How likely is it that you will need to protect it?

4. What are the likely consequences if you fail?

5. How much trouble are you willing to go 
through in order to try to prevent those?



The Right to Remain Silent

The Fifth Amendment to the 
U.S. Constitution gives every 
person the right not to answer 
questions asked by a police 
officer or government agent.

“I WISH TO REMAIN SILENT.”





Magic Words

“I WISH TO REMAIN SILENT”

“I WANT AN ATTORNEY”





Reasons to not talk to cops

• Voluminous and ambiguous laws

• Memory problems (yours and the cops)

• Lies and mistakes of others

• Coincidence

• You cannot and will not talk your way out of an 
arrest

• Even “helpful” statements cannot help. (FRE 
801(d)(2)(3))

• Promises by law enforcement

• Movement division; use police liason



Fourth Amendment:

"Unreasonable Searches and Seizures"

I DON’T CONSENT TO THIS SEARCH



Police cannot search you, your possessions, your home, etc. unless:

“I do not consent to any searches.”

• You consent (again, your silence gives police consent)

• Someone else with authority (or apparent authority) consents

• Police obtain a search warrant

• NO WARRANT, NO SEARCH

• Or an exception to the search warrant requirement exists



SILENCE = CONSENT



Apparent Consent



Exceptions to the 
Warrant Requirement

•Exigent Circumstances

•Community Caretaking

•Automobiles

•Arrests

•Plain View



“I am not going to resist 
you, but I do not consent 

to this search.”



MAGIC WORDS

•Am I being detained?

•Why? (Advanced: What’s your 

reasonable/articulable suspicion?)

• I do not consent to this search.

• I am going to remain silent.

• I want a lawyer. 



Tips for interacting with cops:

• Cops can lie to you, but you cannot lie to the cops



Tips for interacting with cops:

• Keep your hands visible

•Don’t make quick movements



•Don’t go anywhere with a cop 
unless you are under arrest

Tips for interacting with cops:



• You are probably being recorded by cop, 
especially if you end up inside a cop car

Additional Tips:



Copwatch

• You have the right to video or audio tape police in public 
as long you are not interfering with an investigation.



Three kinds of initial 
police encounters:

•Conversation

•Detention

•Arrest



Level I: Conversation

• Police officers have the right to approach and 
ask you questions, but absent any reasonable 
suspicion that you are involved in criminal 
activity, an officer cannot detain you

• You do not have to answer any questions

• Am I being detained?  Am I free to go?

• If you are free to leave, leave!



“I am not going to resist 
you, but I do not consent 

to this search.”



Level Two: Detention

• Am I being detained?  Why? 

• I DON’T CONSENT (to this search)

• If a cop reasonably suspects you have 
been involved in a crime (or about to 
commit a crime), they may detain you 
for questioning

If detained, you 

cannot leave



• In most states you do not have to provide identification at 
this level unless you are the driver of a motor vehicle

• But you may have to identify yourself upon request by 
verbally giving your: 

•Name 

•DOB 

•Address

•Varies by state!

Level Two: Detention



•Do not consent to a search

•Cops may pat down your clothing

• Even if you don’t think the cops have a right 
to search, you may NOT physically resist

• If cops have probable cause or a warrant,             
they do not need your consent

•Nevertheless: 

“I do not consent to this search.”

Level Two: Detention



Level Two: Detention



•Police may arrest you if:

•They witness you breaking the law

•Have probable cause to believe 
you have committed a crime

•Have an arrest warrant signed by a 
judge

Level Three: Arrest



• You have the right to an attorney

•Ask for one immediately upon being arrested

• Repeat as often as needed

• Your words (in order):

• I don’t consent to any searches

• I want an attorney

• I want to remain silent

Level Three: Arrest



•Within a reasonable time, the cops must allow you 
to make a phone call to your attorney

•Assume that all calls are recorded and monitored

Level Three: Arrest



Level Three: Arrest





State Repression

• LEGISLATION

• UNLAWFUL ARRESTS; EXCESSIVE BAIL

• POLICE BRUTALITY

• EXCESSIVE PROSECUTIONS &/OR 
PUNISHMENT

• SURVEILLANCE

•GRAND JURIES

• SLAPP & RICO CIVIL SUITS
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Knock ‘n’ Talks

• You do not have to answer the door.

• If contact is made, demand name, agency, badge number and/or business 
card. (Call CLDC asap for support)

• Assert your 5th amendment right to remain silent and do not talk to agents of 

the State—whether they are government or corporate.  

• There are no innocuous answers when cops are questioning you or your 

community about political activity.

• End the encounter as quickly as possible and let your community (and 

friendly movement lawyer) know who, what, when, where. 

• DO NOT SPECULATE. Ever.



• Do not answer any law enforcement questions, about yourself OR others

• No one can ever make you answer questions except a judge in a courtroom!

• REMEMBER COPS ARE ALLOWED TO LIE.

• Overcharging & breaking you down in jail.



Unprotected Speech

• Defamation

• Libel (written)

• Slander (spoken)

• Elements: 1) publish; 2) an unprivileged, false statement 

about plaintiff that; 3) caused material harm to plaintiff. 
Must also prove that defendant acted negligently or with 
“actual malice.” 

•   Obscenity
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Unprotected Speech

• Fighting Words

• Must produce “clear and present danger”

• Words that cause dispute/disagreement and cause 
unrest are protected

• True Threats

• Association for Illegal Activity

• Hate Speech + Unlawful Conduct



Regarding Incitement and 
Advocacy of Crime: 

“The mere abstract teaching of the moral 
propriety or even moral necessity for a resort to 
force and violence [protected] is not the same as 
preparing a group for violent action and steeling 
it to such action [not protected].”

- Brandenburg v. Ohio, 395 U.S. 444, 448 (1969).



True Threats—post BLM

All Courts look to intent when analyzing a “true threat.”    

• Subjective Intent: Did the speaker intend to threaten?

•Objective Intent: would a reasonable person interpret 
the speech as threatening? 

• several federal cases resulted in prison time in the 
last year.



•Consider: criminal law and 
student conduct charges 

•Criminal: 
• Most common charges: 

trespass, disorderly conduct, 
resisting/obstructing arrest

Campus Encampments



Don’t use your university email address for political organizing

Many public universities are subject to public records request laws

--university “owns” those communications for monitoring/surveillance 

purposes

Student should not admit violating a rule at a meeting/hearing;

Also should not lie.

On Campus



• Step 1:  Review your Student Handbook for 
the Rules of  the Road

• Step 2:  Create Campus Activist Support 
Network—professors, movement lawyers, 
community members

• Step 3: Time Place & Manner Restrictions—
choose locations intentionally

• Step 4:  Do you need Legal Observers?  

• I don’t consent to any searches
• I want an attorney

• I want to remain silent

Your Rights & Risks



• Step 1:  Receive scary notice

• Step 2:  Reach out to lawyer asap

• Step 3: Organize collaborative strategies and defenses

• Step 4: Prepare for hearing or “meeting”

• Sanctions can include:

 *Transcript notations

 *Suspension

 *Expulsion

• restorative justice?

Your Rights & Risks



• Determine whether numerous students were simultaneously 
charged at once with the same conduct violations. 

a) If so, consider working together collectively to push back against the charges. 

b) Coordinate group strategies; ensure no one left behind

• If there is coordination, give attys consent to coordinate with other 
students’ attorneys. 

Create group signal or keybase group with lawyers and

accused to communication as part of a joint defense team

Coordination can be helpful for numerous reasons, including: 
1. Shared advocacy strategies and negotiations with decision makers. 

2. Sharing information on procedures and outcomes. 

3. Looking for discriminatory patterns. 

Collective Defense Organizing



• In our experience, students do not or will not answer any 
questions that would implicate their peers or the 
organizations with which they are affiliated. 

• If that is the case, then work together to craft stock 
answers, such as “I will not answer questions regarding 
others involved in any direct actions or organizations.” 

Collective Defense Organizing



• Breach of contract due to inconsistent/erroneous application of student handbook. 

• Free speech rights and/or free expression policies

• Based on those policies, argue students’ speech was protected. If so, there’s an 
argument that there was no violation of policy. 

• Inconsistent application of and/or vague university policy
A reasonable student would not be able to understand the policy and it allows the 
university to arbitrarily enforce policies on protests they deem unsavory which opens 
up potential discrimination claims. 

• Improperly amended/changed policy. 

• Unreasonable/disproportionate punishment. 

• Union-affiliated graduate student may have additional protections as a union member. 

Possible Defenses



Things we can do to 
protect us!

•Do you need to write it down? 

• Should you write it down (digital or paper)

•Notetaking, records

•DELETE SHIT OFTEN!!!!

• Take yourself seriously=less worry

“DOCUMENT HYGEINE”

IF THE “DOCUMENT” DOESN’T EXIST, THERE IS NO THREAT 

OF IT BEING TURNED OVER TO THE OPPONENT OR STOLEN/ 

SEIZED.



Things we can do to 
protect us!

• SAFETY PLANS:  emergency contact(s)

• Bail/jail plan

• Signal groups/phone trees for emergency

• Safe houses & security rapid response

• KYR script

•Attorney to call

SAFETY PLANNING AND RESILENCE BUILDING
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FBI cellphone warrant
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GOOGLE

*NACDL





Google Keyword Warrants



Google Keyword Warrants



Signal: 
Response to 
Legal 
Request for 
Data
July – December 2021



Security Tips



How to Secure Your Phone



Doxing

Linking personally 
identifiable information 
to your pseudonymous 
accounts is easier than 

you might think…
https://www.tiktok.com/@notkahnju
nior/video/7153046628075572522

https://www.tiktok.com/@notkahnjunior/video/7153046628075572522
https://www.tiktok.com/@notkahnjunior/video/7153046628075572522


Security Culture for Doxing Prevention

• Doxing is the acquisition and exposure/abuse of personal 

information by a foe – can be public information but compiled 

in a dossier or other format.

• Increasingly used as a weapon against antifascists, racial 

justice activists, and other direct action groups

• Good digital security reduces risks: 

• Keep personal info off of public sites;

• Eliminate/minimize/anonymize social media use; 

• Use encrypted/secure communication channels; and 

• Regularly change user names, passwords, etc.



Doxing Prevention Tips 
• Name & username uniqueness is the main vulnerability/ problem

• Make info less unique by using common names where possible

• Be careful what you post online

• Don’t post pictures online

• Minimize social networking usage

• Remove information from online information brokerage sources where 

possible

• Be very careful what info you expose in online chats



• Use private domain registrations

• Secure DNS servers properly

• Use VPNs for internet access to hide location

• Use strong account names

• Use unique account names between services

• Use strong passwords!!!

• Can’t put the genie back in the bottle

• Once info gets out on the internet, it generally doesn’t go away

• Information of a sensitive/interesting nature will be very likely to 

be copied and propagated further

Doxing Prevention Tips 



Threat Modeling

1.What do you want to protect?

2. Who do you want to protect it from?

3. How likely is it that you will need to protect it?

4. What are the likely consequences if you fail?

5. How much trouble are you willing to go 
through in order to try to prevent those?



Tools

•Signal

•Keybase

•Cryptpad

•VPN / TOR

•No more google

•Power off your phone

•CLDC.org

•Electronic Frontier Foundation



Civil Liberties Defense Center

(541) 687-9180 • https://cldc.org

Email: info@cldc.org

--

Contact Us With Questions Or Comments

Become a CLDC Member and Support Our Work!
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